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y  Security Culture and Awareness — Standard Bank Team

Amanda Manzini Standard Bank footprint

Amanda is the Security Culture and Awareness Manager at a Group level.
She supports the local Culture and Awareness champions across the group in 27 Countries.

There are at least 2 Culture champions per country in Africa. Culture champions in London and Isle of Man
support all smaller offices outside Africa
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, Security Culture and Awareness — Monthly Content

Welcome to ‘The Blue

: 4 INFORMATION SECURITY
Business Email Compromise

d Coming soon: The

Bank's First
Conversational Al

= TheBueEdnon 13 - Mesage

Explore the Future-
Ready Transformation
learning pathway
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100 days of the

Business Email Compromise (BEC) is a highly damaging attack in which cybercriminals use email
to target an organisation that they are trying to gain access to. They pretend to be executives, legal,
sales, IT, or external vendors; usually someone that is somewhat familiar.

Their goal is to trick you into giving them the

Money
+ Login information
& + Banking details
= Proprietary information and processes
Other sensitive information

BEC attacks attempt to influence and persuade you to take any action that is not in
the best interest of your organisation. Cybercriminals approach BEC in four stages:
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y Security Culture and Awareness Campaigns — Cyber Month

THE BLUE Magazine — Cyber Edition Yammer Campaign

SHING AWARENESS TIPS @
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At Home? Travelling? Or using the Cloud? Avoid Cybercrime with these 20 Tips

@ / Hackers are o ..tl‘
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) Makesure you read the

/" always looking ¢ *
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/ for victims 20 Ways to Block Mobile Attacks / i@ fulleémail address of the sender.
/ - . - i E) Use multifactor authentication i the email address looks Ve
/ DON'T BE NEXT! 4 (MFA) where possible to protect " “SUspicious, report it. Z
. valuable data and content. ” /,
® i ;
¥
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Stream Campaign

HOW WOULD YOU REACT TO
YOUR EMAILS BEING HACKED?

41

Well, we conducted an experiment with a
few of our colleagues. They were duped into
thinking their email addresses were "hacked"
and they were being impersonated via email.
We recorded their reactions.

Cyber criminals are constantly looking for their
next victims and anyone of us can be next if we
Take the Bait. Don't get caught out like our
colleagues were in this experiment.

Click here to listen to their reactions
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v Cyber Academy - 2019
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Security Skills

In and For Africa
%ogmm n;umd
ENTER CTF, Cara Security, Securi
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{ ; and Vendor Training.
that heeded the call and The whole
programme

signed up to tackle the

CSA entrance challenge 5 ran for
mmﬂeled the program of after-hours work
with © from Africa Regions required to complete
and & from Liberty. the full program

0
15% B
of graduates have already been hired 1 Africa Regions (74
into IT Security with more planned countries that
were represen ted
Industry recognised in the program.

certifications from:

Y

Standard Bank /

The shortage of skilled Cyber Secunty staff across the Group led to the
development of the Standard Bank Cyber Secunty Academy. The program
was developed through the expertise of the Group IT Security team in
collaboration with our strategic partners. The training was designed to give
participants incredible opportunities to future proof their skills, increase their
knowledge base and expand their career options.

All those who undertook this journey, got to test their problem-solving skills,
gained security knowledge, got exposed to industry accredited certifications
and collaborated with like-minded, dynamic individuals across the Group.
To the class of 2019, we once more say, congratulations and keep
challenging yourself. We look forward to continuing the effort to
achieve our goal of “Building Cyber Security Skills In and For Africa”
in 2020.
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